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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 139721 
ORIGIN EUR- 12 

INFO OCT-01 ISO-OO SS-15 SSO-OO /028 R 

DRAFTED BY EUR/SOV:SMCCALL:ACH 
APPROVED BY EUR/SOV:SMCCALL 
S/MS:MDSHULMAN (SUBS) 

EUR:RDVINE (SUBS) 

S/S:0 :SRPVALERGA 


050795 021439Z/45 

O 021425Z JUN78ZFF4 
FM SECSTATE WASHDC 

TO AMEMBASSY MOSCOW NIACT IMMEDIATE 

CONFIDENTIAL STATE 139721 

E.O. 11652: XGDS-2 

TAGS: ASEC 

SUBJECT: TECHNICAL PENETRATION :PRES S 

REF: MOSCOW 12349 

1 . YOU SHOULD BRIEF STAFF AS PROPOSED IN PARA FOUR REFTEL. 

2. GUIDANCE USED BY SPOKESMAN HERE THUS FAR: 'QUOTE ON 
MAY 25 ELECTRONIC DEVICES OF AN INTELLIGENCE COLLECTING 
NATURE WERE DISCOVERED IN THE UNITED STATES EMBASSY IN 
MOSCOW. A PROTEST HAS BEEN MADE TO THE SOVIET FOREIGN 
MINISTRY. END QUOTE. YOU SHOULD NOT GO BEYOND THIS IN 
COMMENTING TO THE PRESS. WE WILL HANDLE HERE. 

3. FURTHER REPORTING ON PRESS ASPECTS OF THIS SUBJECT 
NEED NO LONGER BE HANDLED NODIS. 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 139721 

4. AMBASSADOR CONCURS. CHRISTOPHER 


CONFIDENTIAL 
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Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 jan 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: SURVEILLANCE, INSTRUCTIONS, CAT-B, NEWS LEAKS, EMBASSIES 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 02 jun 1978 
Decaption Date: 01 jan 1960 
Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE1 39721 

Document Source: CORE 

Document Unique ID: 00 

Drafter: SMCCALLACFI 

Enclosure: n/a 

Executive Order: X2 

Errors: N/A 

Expiration: 

Film Number: D780345-0143, N780005-0318 

Format: TEL 
From: STATE SS 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t1 978061 01 /aaaadjei.tel 

Line Count: 56 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: 1612777c-c288-dd11-92da-001cc4696bcc 

Office: ORIGIN EUR 

Original Classification: CONFIDENTIAL 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: NODIS 

Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: NODIS 
Reference: 78 MOSCOW 12349 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 28 jun 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2141195 
Secure: OPEN 
Status: NATIVE 

Subject: TECHNICAL PENETRATION PRESS 
TAGS: ASEC, PINS, UR, US, (FISHER, DAN) 

To: MOSCOW 
Type: TE 
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